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SCHEDULE FOR THE WEBINAR 

 

Sr. 

No. 

Time Session Speaker 

1.  10-10:05  Welcome Note: An Introduction to Cyber 

Security  

Aishwarya Adhikari, 

HRLN Kolkata   

 

Venkatesh Kodukula, 

HRLN Kolkata 

 

2.  10:05- 10:40 Cyber Stalking and Sexual Harassment in 

India 

 

Prof. Soma Marik, 

Ramakrishna Sarada 

Mission Vivekananda 

Vidya Bhavan 

 

3.  10:40-11:00 Understanding Violence Against Women 

and LGBTQAI+ Community in the Cyber 

Space 

 

Ranjita Sinha, Trans 

Rights Activist, ATHB 

4.  11:00-11:30 Cyber Pornography and Defamation Sabyasachi Chatterjee, 

Advocate, Calcutta High 

Court 

 

5.  11:30-12:00 Use of Law to Address Cyber Crime and 

Restore Security 

 

Bivas Chaterjee, Special 

P P for Cyber Law & E-

Evidence 

 

6.  12:00- 12:30 Use of Penal Provisions 

 

Prof. Somabha 

Bannerjee, National 

University of Juridical 

Sciences 

 

7.  12:30-12:55 Use of Writs in Cyber Crimes 

 

Rachit Lakhmani, 

Advocate, High Court at 

Bombay and Calcutta 

 

8.  12:55-1:00 Discussion followed by Vote of thanks 
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INTRODUCTION 

 

In the world of internet, cyber space is the common ground for all persons. With the traffic on 

cyber space, there has been a rampant increment in the crimes committed therein, and is 

commonly referred to as ‘cyber crimes’. The area of cyber crimes is evolving with a new crime 

and issue coming to the forefront on each passing day. Cybercrimes may be committed against 

persons, property or the state. 

Cybercrimes committed against persons include various crimes like transmission of child-

pornography, harassment of any one with the use of a computer such as e-mail, and cyber-

stalking. The trafficking, distribution, posting, and dissemination of obscene material including 

pornography, indecent exposure, and child pornography, constitutes one of the most important 

cybercrimes known today. The potential harm of such a crime to humanity can hardly be 

overstated. This cybercrime threatens to undermine the growth of the younger generation as also 

traumatize and leave irreparable scars and injury on the younger generation, and requires to be 

curbed at once. 

In the webinar, legal practitioners and social activists have enlightened the participants with their 

knowledge and experience and covered different and important facets of cyber space, cyber law 

and cyber crimes in India.  
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SPEAKERS SESSION 

 

Aishwarya Adhikari and Venkatesh Kodukula, of HRLN Kolkata introduced the topic of Cyber 

Crimes and stated a brief description of the work undertaken by HRLN for providing legal aid to 

the litigants who do not have access to or are deprived of assistance.  

 

SPEAKER 1: PROFESSOR SOMA MARIK 

Professor Soma Marik is a professor of history at RKSM Vivekananda Vidyabhavan, and a 

feminist activist involved in the Nari Nirjatan Pratirodh Mancha, Calcutta, and the Maitree 

network. She started the session with imparting that there is a broad spectrum of cyber crimes 

which may include cyber stalking, cyber bullying, cyber harassment, etc. As per a United Nation 

research report of 2015, 73% of women are exposed to cyber crimes. In 2013, Amnesty 

International conducted poll on cyber crime where it observed that people experiencing 

tremendous psychological trauma were forced to restrict social media presence. She observed 

that there is not much law on mental trauma. The speaker shed light on the harassment against 

women in public roles and referred to Barkha Dutts’s experience wherein the popular icon had 

received threat messages as cost of working in the social media age. The Landmark Survey by 

Gideon Paper in England noted that those on the receiving end of cyber crimes are either 

reducing their use of social media or change the way they express themselves online or are 

undergoing trauma at workplace. Further notable points made by the speaker are listed below: 

 Social Media is key term in studies (e.g. Twitter, instagram, reddit, etc.) and survey suggests 

that Reddit supports toxic techno culture space. The owner of Facebook (FB), Mark 

Zuckerberg, started with creation of the website ‘facemap’ that allowed universally to upload 

photos of women. In India, the NCRB started keeping records of cyber crime in 2016, and in 

2019, Maharashtra recorded the highest number of cyber crime cases. 

 

 The laws do not mention gender sexual minority but only women and children. The Sexual 

Harassment of Women at Workplace (Prevention, Prohibition and Redressal) Act, 2013 
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(“POSH”) does not mention cyber space (referred to the Rita Kohli case in 2013 that dealt 

with cyber space). Women Against Sexual Harassment (“WASH”) founder had accused 

classmate for sexual harassment and shared a post on FB which went viral but was removed 

by FB after being shared more than a thousand times. It appears that the users never report 

derogatory rape threats to women. For example, a BJP affiliate had told a volunteer women 

that since they gave out numbers online willfully, they would have to accept the 

consequences of threats.  

 

 The IT cells of different political parties target and troll the women of other political 

affiliations, by way of sexist comments, posters, post, and due to this harassment, several 

women stopped using social media. In a rally at Kolkata on 4th April 2019, a person holding a 

poster demanding gender neutral toilets, was later trolled on social media.  

The speaker ended the session with the participants to ponder upon the point: “Why be restricted 

for demanding rights against transparency, misogyny and gender abuse?” 
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SPEAKER 2: RANJITA SINHA 

 

The second speaker, Ranjita Sinha is a transgender activist, founder, Gokhale Road Bandhan, 

All Trans and Hijras in Bengal (ATHB) and has been associated and worked with HRLN on 

various issues, and in the webinar spoke on the violence faced by the LGBTQAI+ community in 

the cyber space. ‘Manav Adhikar’ being ‘our rights’ is for ‘all’ and the LGBTQAI+ community 

is not covered anywhere. The speaker shared that due to being a part of the community itself, 

people have trauma since there is no support system. The platform to promote and build the 

support for the community is social media, however, the troll and hatred on social media adds to 

the negativity and trauma faced already faced by the community. The speaker suggested that we 

talk more openly and form a diverse group of women, children and the LGBTQIA+ community 

and networking is essential. The speaker suggested that online meetings merely would not help 

and there should be policies in place.  
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SPEAKER 3: SABYASACHI CHATTERJEE 

 

Sabyasachi Chatterjee, Advocate, High Court at Calcutta, has been associated with HRLN and 

worked on several matters. The speaker dealt with the topic of cyber pornography. Cyber 

pornography means when pornography is created, transmitted or uploaded or used in a cyber 

platform. In England, the case Regina vs. Hicklin set out the test for determining obscenity and 

in the Ranjit Udeshi case, the Supreme Court applied the Hicklin test in India. Obscenity is as 

per the community standards and understanding while pornography is common throughout the 

world. Pornography as a subject is not a new one and it has always been a part of the human 

society and since the start of human sexuality, and Bengali literature includes it too. The speaker 

further stated that there was difference between: (1) nudity and pornography; (2) pornography 

and erotica; and (3) pornography and cyber pornography. When doctors study anatomy and art 

students study nudity, these are not pornography, as cleared by the Hicklin test. It must deprave 

someone’s mind and it would be used for purpose other than for which created (sexual arousal).  

In 2015, a circular issued by the BJP government made it a violation to visit porn sites. In India 

not all pornography is legal. Child pornography is banned under the Information Technology Act 

and under Sections 13-15 of the Protection of Children from Sexual Offences Act, 2012 

(“POCSO”). In the USA, child pornography is banned too and their porn sites are subject to 

filtering process by legal institutions and regulatory framework. Kamlesh Vishwani, Advocate of 

the Supreme Court, moved the court wherein the SC stated that child pornography be stopped 

forever and other types of pornography need to considered. There is a need to clarify 

differentiation in pornography if the US approach is to be followed. The speaker questioned 

whether the 2015 circular issued by the government is constitutional and could the government 

issue circulars only on the ground of morals. India has a rich heritage and sexuality is depicted 

on the Khajurao and Konark temple walls, literature (Kama Sutra provides graphical 

representation).  

Obscenity is defined under Sec.292 of the Indian Penal Code, 1860 (“IPC”). Pornography is 

either obscene or not. If it is not obscene, then the act of pornography itself may be considered as 

a crime. The Supreme Court had noted that how could an adult watching pornography in the 
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bedroom, be regulated by state. We cannot control freedom of speech and expression or right to 

sexual satisfaction and performance of sexual acts (subject to other rules and regulations). 
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SPEAKER 4: BIVAS CHATTERJEE 

 

Bivas Chatterjee is a Special Public Prosecutor on Cyber Law & E-Evidence in West Bengal and 

regularly blogs on ‘#legallyspeaking’ on twitter. The speaker gave an insight into the 

contravention and offences with respect to cyber space. Artificial Intelligence (AI) was 

developed recently and in 2014 SOPs were made for West Bengal and point was raised that 

women and children are more victimized. Data can be collected in varied ways. Even a selfie is a 

data and if a woman has numerous selfies, there are AIs working on collecting data and such 

women can be stalked and harassed. The face and biometric data are available from the Aadhar 

card database. The community has to come together and every person needs to contribute so that 

if AI tried to morph picture then the AI itself will not be able to act on unclear data and the 

women will be protected. In India, the Satyam Shivam Sundaram case, Aveek Sarkar case (notes 

the State of California case rule) – have applies the community standards test for obscenity. The 

Hicklin test replicated in Section 292 of the IPC is of no use. If we apply Hicklin test, then 

whether the mind is depraved or not, is bogus since there is no instrument to detect someone’s 

mind. 

All laws are useless until the courts can apply electronic evidence. Identity theft is serious and it 

is safe to consider that everything is fake. Section 66A of the IT Act was struck down by the 

Supreme Court in the Shreya Singhal judgment. The Sec.66A was being misused. If a person’s 

Aadhar is hacked, then the entire person is hacked. DNA has been mapped in many countries to 

locate criminals. 

Section 66C of IT Act punishes those who fraudulently or dishonestly make use of the password 

or electronic or digital signature. Section 66E punishes those who without permit, capture, 

transmit or publish picture of someone's private area. In a case, the facts were that a girl and boy 

dated for 3 years and their intimate videos and pictures were under control of the boy (offender) 

who threatened the girl. After a couple of months, the girl learned that her video and pictures 

were viral and in every video her face, name and number was mentioned. The Revenge Porn case 

is one of the rarest cases in the world where virtual rape has been recognized and compensation 

granted to the victim. Hackers claim to be of three 3 types: (1) white hat, (2) black hat, and (3) 
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grey hat. However, only the law enforcement, police and court can collect data and no other 

individual is an ethical hacker.  
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SPEAKER 5: SOMABHA BANNERJEE 

 

Somabha Bannerjee is a research scholar who graciously accepted the invite to the webinar and 

shed light on the use of penal provisions in cyber crimes. Cyber crime is gender neutral and not 

only against women and children but also male and the LGBTQIA+ community. The Reepak 

Kansal petition is pending before the Supreme Court, praying for gender neutral laws. The J. 

Verma Committee Report, Navtej Johar judgment, Transgender Person (Protection of Rights) 

Act, 2019, are few important milestones. Cyber crime is identified but the applicability of 

recourse and the use of provisions have not been penetrated into. There are several cases but 

there is insufficient evidence or lack of police disposal of cases. The government data itself is 

inconsistent and shows the gap in cases filed and cases sent for trial. We have laws and recourse 

but it is not being used by citizens or authorities. In the Prajwala Case [reported in 2018 (15) 

SCC 1], the gang rape was recorded, and the court had sought to set up-track circulation. 
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SPEAKER 6: RACHIT LAKHMANI 

 

Rachit Lakhmani is an advocate practicing in the High Court at Calcutta, and has been 

associated with HRLN and worked on various matters with HRLN, and shed light on the use of 

writs in cyber crimes. The speaker opened the session with an example of cyber crime, wherein a 

scheme was floated on internet that if you purchase a chello kebab from Peter Cat, you get 2 free. 

However, it was not an offer from the restaurant but was a scam. Such small scale cyber crimes 

are happening on a daily basis. 

Writ is a command of the court to do nor not do something issued to authority or public 

department when rights are being infringed. Police inaction is common and the powers of the 

Magistrate is limited to directing the police to investigate. In a case, facts were that 2 people 

were engaged in intimate video conversations and later the male was being blackmailed by the 

lady. There may be an urgency to raid the residence of the accused and retrieve sensitive data, 

and hence, the person is left with no option but to approach the writ court (High Courts and the 

Supreme Court). To surpass the Magistrate court and approach a writ court, there must be: (a) a 

crime, (b) police inaction, (c) reliefs sought must be beyond the mere investigation of the case 

(since that remedy lies with the Magistrate) and (d) urgency. If crime is of continuous nature, the 

writ court can provide remedy. 

If source of inciting violence is films, then protection is available under Cinematograph Act. If 

not being displayed in theatres (merely online content) then there is no scope of pre censorship. 

By virtue of publication of content, then Central Government may act and take down the content. 

The scope of the Central Government’s interference is narrow (Sec.69A of IT Act) and there is 

no scope of preventive cure. In the case with respect to Patal Lok web series, it was brought to 

notice that the government must prepare guidelines for pre censorship of online content. 

 

 



14 | P a g e  
 

INTERACTIVE SESSION 

 

The participants were free to ask and pose any questions to the speakers. Few of the points that 

came up during the open discussion were: 

1. Shreya Karmakar, a sex worker working from home (in Delhi) faced two crimes. In one, 

a client committed crime on 7th November, 2020, by taking the fingerprints and 

extracting huge amount from Shreya’s Paytm account. The police was not responsive. In 

second case, Shreya’s online details were pulled out from a website and her SIM card 

was shut and a sum of Rs.10,000/- was being demanded from her. Shreya was informed 

to get in touch with the HRLN Kolkata unit.  

 

2. During an investigation, how is e-evidence proceeded with?  

The speaker answered that the first point for Investigating Agency is to collect the data 

hence it is essential to preserve data and the URL of the website where crime was 

committed. 

 

3. Right to be forgotten is a concept born in the United State of America and it implies that 

every individual has a right to have the deletion of data online.  
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CONCLUDING REMARKS 

 

Cyberspace is a common heritage shared by the global citizens of the world, which has been 

inherited in our life times from the benefits of ever growing technologies. The cyberspace is the 

lifeline of the entire world and given its irreversible position today, it is the duty of every netizen 

to contribute toward freeing the cyberspace of any crimes or troubles. To rephrase the famous 

words of Rabindra Nath Tagore in today's context: 

"Where the Cyberspace is without fear or crime and the head is held high, where knowledge is 

free, where tireless striving stretches its arms towards perfection, into that cyber heaven of 

freedom, O my father, let our humanity awake." 
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